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Abstract 
 

Electronic transactions have been widely adopted 
around the globe. A number of file transfer applications 
have been developed without any concern about 
security of transactions. To secure file transfers, a 
number of security protocols were proposed, but they 
still lack of necessary security properties. This paper 
introduces a password-based secure file transfer 
protocol based on symmetric cryptography to provide 
data confidentiality, integrity and party authentication. 
Moreover, the proposed protocol applies an offline 
session key generation and distribution technique to 
enhance security of session keys. 
 
Keywords: File transfers, Network protocols, Security 
protocol, Cryptography 
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 �$%%&#�
ก���'�(&�ก���)���* +��
�,##����	���������#
ก���	���#���5�6!�	ก�	+%4�!���4&��% �"%�7���+%4�!%�*!
�+����#��	8����

�*5�6��)*+(4�%�+	�9:�,6+���;4�	�#�)+,4�% 
(File Transfer) ����
#+�
�*H"6��I#
��	�%���!���5�6�8J	
����K�	 #)+ FTP (File Transfer Protocol) PQ*!��ก-�(�ก	R�H8
��S	��8J	�8��ก��8��%�ก����ก��% ��4����
#+�	�T ก��I
H�4H"6(�ก++ก�II��5&6��#
����*	#!8�+"��%5	"6�	ก��
����-	���
-��! (Authentication) ���ก����I�4!,6+���
R��"%H�4
��ก���,6��&����IPQ*!���*%!�4+ก��(�ก"�ก-�I (Interception) �8J	
+%4�!��ก 
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 !�	
�-�%-R�	
	��กH"6	R���	+,QT	  ��)*+�ก68Z[&�#
��
��*	#!8�+"��%5	ก����I�4!,6+��� [2, 3, 4] &	Q*!5	!�	
�-�%
�*
	4��	5-H"6�ก4!�	,+! Xia et al. [4] PQ*!H"6	R���	+����

#+��R�&��Iก������-	���
-��!�������
#+�ก����I�4!,6+���
"6
%#
����*!#!8�+"��%���H"6	R���	+ก��8:+!ก�	ก���-���
�4�!` ��4	 ก���-����II Replay Attacks ���ก���-����II
8�+���
 (Impersonation Attacks) &�)+��6��4ก���,6�(Q!
,6+����"%H�4H"6��I+	�[�� �8J	�6	 ��4(Q!+%4�!H�ก���� 5	
!�	
�-�%"�!ก�4�
%�!#!��,6+Iก��4+!���,6+-R�ก�"+%�4  #)+ ก��
5�6!�	�&��;4�	  (Password) 
�* �&�)+	�"�� H�4��ก��
�8��*%	�8�! ���,6+���
�*�ก�I5	�����
ก���" (Smart Card) ก�
H�4��ก���,6��&����I �4
	 K

CS
 
�*5�65	ก���,6��&����I��&
4�!

ก����I�4!,6+���,+!H#��+	
�����P���9�
+��	�T	 5�6��
�"��
��+"�
�� 
R�5&6�ก�"#
��H�4��*	#!8�+"��%-�กก���-���
�II Replay Attacks H"6 

!�	
�-�%7I�I	�T��	+����
#+��R�&��Iก����I�4!,6+���
+%4�!��*	#!8�+"��% PQ*!�����(�ก6H,8Z[&����,6+-R�ก�",+!
!�	
�-�%
�*��+%�4  [4] �"%8��%�ก���+��
#	�#ก����6�!���
ก��-�%�P���	#�%� (Session key) �II++9H�	� (Offline) 
,+! Kungpisdan et al. [9] ��5�6��)*+���*�#
����*	#!8�+"��% 
����",�T	�+	5	ก������-	���
-��!�"%5�6��II��##�%� 
	+ก-�ก	�T
���ก��
�*	R���	+�"%5�6�&��;4�	5	ก������-	���

-��!%�!�����(�"ก��5�6!�	5I��I�+!"�-�
��H"6+�ก"6
%   
 
2. 
����
���ก�������� 

-
#�
./��0
ก��	� �����1���
� %���.��ก.�����	�ก�#��
� %��
�.�
'��"
	 ����.���
,�	.�����)�	��
./ 

2.1 ����
������ Xia et al.  
Xia et al. [4] H"6	R���	+����
#+���)*+5�65	ก���)*+���

ก�	��&
4�!H#��+	
� (Client &�)+ C) ����P���9�
+�� (Server 
&�)+ S) ��#�$��I���
�!"6�	#
����*	#!8�+"��% PQ*!�I4!ก��
++ก�II++ก�8J	 2 �4
	"6
%ก�	 #)+ ����
#+�ก������-	�
��
-��! (Authentication Protocol) �������
#+�ก����I�4!
,6+��� (Transfer Protocol)  

5	ก�����*�5�6!�	��II	�T	 C -��6+!
R�ก���!
��I�%	
ก�I Authority Center ��)*+,+ {ID, H(PW), K

S
} �"%
�* ID #)+ 

,6+���,+!;�65�6 PW #)+ �&��;4�	 ��� K
S
 �8J	#�%�
�*5�6�4
�ก�	

��&
4�! C ��� S PQ*!#4�"�!ก�4�
(�ก�ก�IH
65	I��������
ก���" 
(Smart Card) 

2.1.1 ����
���ก
��#$%&�'()�&�#�  
��)*+�6+!ก�����*�5�6!�		�T	 C -��6+!	R�I��������
ก���"

��)*+��4+ก�I�#�)*+!+4�	 (Smartcard Reader) �"%��,�T	�+	ก��
����-	���
-��! "�!	�T 

C 	R��)*+;�65�6
�*H"6��;4�	9Z!ก���	�n� (Hash function: H) 
���	R�;���������8��%I�
�%Iก�I#4��n� H(PW) 
�*(�ก�ก�I+%�4
5	I��������
ก���" &�ก#4�
�*H"6��!ก�	��"!
4� C �8J	;�6
�*
H"6��I+	�[��5	ก���,6�5�6��II  

C ��6�!ก����)*+��4+H8%�! S ��� S 
R�ก����6�!#4�	+	P� 
(nonce) NS

0
 �4!ก��I��%�! C "�!	�T 

 

 C ���� S : Connection Request 

 S ���� C : NS
0
 

 

C #R�	
$&� f(NS
0
)  = (NS

0
)H(PW) ��� C -���6�! NC

0
 

��6
#R�	
$&�#4� H
C
  = H(NC

0
) ��6+�
�T!��6�!#4� K

CS
 ���

	R����,6��&����I"6
% K
S
 ��6
-Q!�4!5&6 S +	Q*! K

CS
 �8J	#�%�
�*

��ก�8��*%	ก�	��&
4�! C ��� S 
  

 C ���� S : {ID, f(NS
0
), H

C
, K

CS
}

Ks
 

  

S #R�	
$#4� f(NS
0
) 
�*H"6��-�ก C ��)*+5�6(+"�&����I"6
% 

K
S
 &��!-�ก	�T		R�#4� ID ��� f(NS

0
) ���8��%I�
�%Iก�I#4� CS 

-�ก	�T	 S 	R�#4� H
C
 ���,6��&����I"6
% K

SC
 ��6
�4!5&6 C  

  

 S ���� C : {H
C
}

Kcs
 

 

C 	R�#4� H
C
 ��(+"�&����I"6
% K

SC
 ��6
	R� H

C
 
�*H"6-�ก S 

��� C ����
-�+I�"%5�6ก���8��%I�
�%Iก�	 &�ก#4�
�*H"6
��!ก�	��"!
4�ก������-	���
-��!����-��I��$� 

2.1.2 ����
���ก
��)	$,����-%�  
&��!-�ก
�* C 
R�ก������-	���
-��!�R����-��6
 ,�T	�+	,+!

ก��(4�%�+	H9����"�!	�T 
  

 A ���� B : {Z(M, H(M))}
Kcs
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�"%
�* {A, B} #)+ �P��,+!;�6
�*�ก�*%
,6+! PQ*!+�--��8J	 C 
&�)+ S -�ก,6+#
��,6�!�6		�T C &�)+ S 	R�,6+#
�� M ��;4�	
9Z!ก���	�n� H"6�8J	 H(M) ��6
-Q!	R�#4� M $%& H(M) ��
R�
ก��I�I+�" (Zip) H"6�8J	 Z(M,H(M)) ����4+-�ก	�T	-Q!	R���
�,6��&����I"6
% K

CS
 ��)*+ S H"6��Iก�-�	R�H8(+"�&����I"6
% 

K
CS

 ��6
��#��%ก��I�I+�" (Unzip) ��6
	R�#4� M ��;4�	
9Z!ก���	�n� ��6
	R�#4��n�,+! C ���8��%I�
�%Iก�	  

����
#+�	�T��,6+"�  #)+ �����(8:+!ก�	ก�� Replay 
Attack �	)*+!-�กก����6�!#4� N

Si
 ��� N

Ci
 5	��4��#��T!-�H�4

PTR�ก�	 	+ก-�ก	�T	%�!�����(8:+!ก�	 Impersonation Attack 
�	)*+!-�ก K

S
 	�T	(�ก��6�!,QT	5	ก��I
	ก���!
��I�%	ก�I 

Authority Center -Q!%�ก�4+ก��8�+��8J	�P���9�
+�� ��4���
�
#+�	�Tก�%�!#!��8Z[&����,6+-R�ก�"+%�4  #)+ PW ��� K

S
 
�*

�ก�I+%�45	�����
ก���"�8J	#4��"��H�4��ก���8��*%	�8�!-Q!!4�%
�4+ก�� Brute force Attack �
�(Q!ก��5�6#4� K

CS
 
�*�8J	#4��"��

��+"ก����I�4!,6+���	�T	!4�%�4+ก��(�ก Replay Attack 

2.2 ก
�$��
�0�1ก�1&
��2$3)����'0		��45��' 
 -�กI

�*;4�	���I
4�
�
%�ก���,6��&����I�II������
��ก��5�6!�	#�%��4
�ก�	��&
4�!;�6�4!���;�6��I PQ*!#�%�"�!ก�4�
(�ก
5�65	ก���,6��&����I,6+#
��
�*�)*+���ก�	  PQ*!!�	
�-�%
�*��+%�4 
[4] 	�T	H�4��ก���8��*%	#4�#�%�
R�5&6!4�%�4+ก�� Cryptanalysis 
��)*+�8J	ก���ก6H,,6+-R�ก�""�!ก�4�
 #
���ก��	R��+��
#	�#
ก����6�!���ก��-�%#�%�
�*��#
����*	#!8�+"��%��5�6!�	 5	
I
	�T-�ก�4�
(Q!�
#	�#
�*-�(�ก	R���5�65	!�	
�-�%7I�I	�T 

 Kungpisdan et al. [9] H"6	R���	+
���ก����6�!���ก��-�%
#�%��II++9H�	� PQ*!��ก����6�!���ก��-�%�P���	#�%��"%
�*
H�4�6+!�4!#�%�"�!ก�4�
;4�	�#�)+,4�% [9] PQ*!��-�"�"4	�&	)+ก
4�
�
#	�#ก��ก��-�%#�%��II++	H�	� ��%���+�%",+!
���ก��
"�!ก�4�
��"�!	�T 
 

��8
�* 1 Session Key Generation 
 

ก
�$��
��2$3)����' (Session Key Generation) 
 ก4+	
R�ก����6�!�P���	#�%�	�T	 -��6+!��ก����ก�8��*%	#4� 
{K

AB
, DK, m} �����
4� �8J	ก����ก�8��*%	ก�	�"%+������

Iv+I PQ*!�4+H8	�T-�กR�&	"5&6 K
AB

 ���%ก
4� Long-term key, 
DK ���%ก
4� Distribution key ��� m #)+#4���4�
�*5�6��I�-R�	
	
,+!#�%�
�*�6+!ก����6�!,QT	 �"%,�T	�+	ก����6�!�P���	#�%� 
�����(+��I�%H"6"�!��8
�* 1 

 &��!-�ก����ก�8��*%	#4� {K
AB

, DK, m} +������Iv+I -�
��6�!�P��,+! Preference keys K

i
, i = 1,2,*, m "�!��ก�� 

 

 K
i 
= h(K

i-1
, DK) (2.1) 

  

 -�ก	�T	 
�T!#�4��6�!�P��,+! Intermediate Keys  (IK) PQ*!�8J	
ก�����*�#
��%�ก5	ก��
��#���&�ก��(+"�&����I ���*�#
��
%�ก5	ก���)I#6	,+! Preference key �"%����8�II"�!	�T 
 

 IK
x

j
 = h(conc(IK

x-1 

mid
), IK

x

j-1
) (2.2) 

 

 �"% x �8J	-R�	
	�+I,  j �8J	-R�	
	 Intermediate key 
�*
(�ก��6�!,QT	,  IKx-1 

mid �8J	#4�,+! { IK
x-1 

mid1
, IK

x-1 

mid2
, IK

x-1 

mid3
},  conc(IK

x-1 

mid
) -��8J	ก����)*+��4+#4� {IK

x-1

mid1
, IK

x-1

mid2
, 

IK
x-1

mid3
} ����R�"�I ก��&�#4� IKx 

mid1
 =  mid(IK

x 

1
, IK

x 

rm
) �"%


�* rm #)+  -R�	
	,+! Intermediate key 
�*%�!�&�)++%�45	��"
,6+���,+! IK

x 

j
  ,  IK

x 

mid2
 = mid(IK

x 

mid1
, IK

x 

rm
),  IK

x 

mid3
 =  

mid(IK
x

1
, IK

x 

mid2
) , IK

1 

mid1
 = K

 

mid1
 , IK

1 

mid2
 = K

 

mid2
 , IK

1 

mid3
 

= K
 

mid3
 $%& IK

x

j-1
 = φ    

 ก��5�6 Intermediate Keys 5	
�ก`  �+I -�
R�ก���I#4�
++ก-�ก��II �4
	
�*�&�)+,+! Intermediate Keys 5	�+I
+)*	` �����(�,�%	H"6"�!	�T 
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{K
1
, K

2
,*, K

rm
}, 

{K
1

1
, K

1

2
,*, K

1

rm
}, 

{K
2

1
, K

2

2
,*, K

2

rm
}, * , 

{K
n

1
, K

n

2
,*, K

n

rm
} 

 

 ;�
�*H"65	�+I��"
6�%,+! Intermediate Keys 
�*H"6-�(�ก
5�6�8J	�P���	#�%� (Session key) (SK

j
) �"%
�* j = 1, * , m #)+ 

 

IK
n

1
 = SK

1
, IK

n

2
 = SK

2
, *, IK

n

m
 = SK

j
 (2.3) 

 -�ก��8�II,6�!�6		�T  
�T!+������Iv+I�����(5�6#4� 
SK

j
 5	ก���,6��&����I,6+�����)*+���*�#
��8�+"��%5	ก��

�)*+���H"6 -�ก�
#	�#	�T-��&�	
4�-���ก���4!���%!#4���
�8�
�*
�8J	#4����*��6	��)*+	R�H85�65	ก����6�!#�%� ���#�%�
�*(�ก��6�!
,QT	 (�ก	R���5�6���%!#��T!�"�%
H�4��ก��	R���5�6PTR� 
R�5&6�"
�4+!�&
45	ก��(�ก�-����! �
�(Q!H�4�����(�"�#�%���
(�"H8
-�กก���4
!��6#�%���
8Z--�I�	&�)+��
ก4+	&	6�H"6 
 

3.  ก
���ก0		�1		 

 ��)*+�ก6H,8Z[&����,6+-R�ก�",+!!�	
�-�%
�*��+%�4 !�	
�-�%
7I�I	�T	R���	+����
#+�5&�4  �R�&��Iก��%)	%�	��
-��!
���ก���4!,6+���
�*��#
����*	#!8�+"��% �"%5�6ก����6�!
���ก��ก��-�%#�%��II++9H�	� 

3.1 $--(#B
��	CD��(�� (Initial Assumptions) 
 S #)+ Server ��&	6�
�*5&6I��ก����I�4!H9��, C #)+ Client ��
&	6�
�*5	ก���6+!,+I��ก����I�4!H9��, {M}

K
 #)+ ก���,6��&��

��I�II������,+!,6+#
�� M "6
% #�%� K #4� H(M) #)+ #4�
�n� (Hash) ,+!,6+#
�� M, H(M, K) #)+ #4� MAC ,+!
,6+#
�� M "6
%#�%� K 

3.2 Registration Protocol 
 ����
#+��R�&��Iก���!
��I�%	��ก��
R�!�	"�!	�T ���*�
�"%
�* C ��6�!�P��,+! {PW

C
, K

CS
, DK

CS
, M

CS
} �"%
�* K

CS
 #)+ 

Long-term key, DK
CS

 #)+ Distribution key, M
CS

 #)+ #4���4�
�*
�8J	ก����I�-R�	
	,+!#�%�
�*�6+!ก����6�!,QT	�8J	��������+��
,+!�
#	�#ก����6�!���ก��-�%�P���	#�%��II++9H�	� [9] 
��� PW

c
 #)+ #4��&��;4�	,+! C  -�ก	�T	-Q!	R�#4�
�T!&�"

�4!;4�	 SSL Tunnel  "�!��"!,6�!�4�! 

 

 C ���� S : PW
C
, K

CS
, DK

CS
, M

CS
 

 

 �"%
�*��ก����T!�����K�	
4�ก���)*+���"6
% SSL 	�T	 �8J	
ก���)*+���+%4�!8�+"��%���I5"
�*#�%�
�*(�ก��6�!-�ก SSL 	�T	
H�4(�ก�4
!��6�"%;�6I�ก��ก -�ก	�T	 
�T! C ��� S ��6�!�P���	#�%� 
{SK

CS1
, SK

CS2
, *, SK

CSM
} �����%���+�%"
�*H"6ก�4�
H8��6


5	&�
,6+ 2.2 ���%I�6+%��6
  

 

3.3 Authentication Protocol 
 ����
#+��R�&��Iก������-	���
-��!��ก��
R�!�	"�!	�T ���*�
�"%
�* C ��6�!,6+#
�� Request, n ���#4��n�,+! Request, 

ID
C
, PW

C
, n, SK

CSj
�"%
�* n #)+#4���4� (nonce)  ID

C
 #)+ ID ,+!

;�65�6 PW
C
 #)+ �&��;4�	 ��� SK

CSj
 #)+ �P���	#�%� ��6
�4!H8%�! 

S "�!��"!,6�!�4�! 
 

 C ���� S : Request,n,ID
C
,H(Request,ID

C
,PW

C
,n, SK

CSj
) 

 S ���� C : Success, H(Success, SK
CSj

,
 
n) 

 

 &��!-�ก S H"6��I,6+#
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