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Abstract

Electronic transactions have been widely adopted
around the globe. A number of file transfer applications
have been developed without any concern about
security of transactions. To secure file transfers, a
number of security protocols were proposed, but they
still lack of necessary security properties. This paper
introduces a password-based secure file transfer
protocol based on symmetric cryptography to provide
data confidentiality, integrity and party authentication.
Moreover, the proposed protocol applies an offline
session key generation and distribution technique to
enhance security of session keys.
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